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Abstract- In essence, the Internet of Things (IoT) is a 

network that connects computers, electronic and 

mechanical goods, people, and other entities that have 

been given unique identities (UIDs) and the capacity to 

exchange data across human-to-human and computer-

to-human connections. Another feature of the IoT 

devices is linked together in a manner akin to that of 

humans as well as computers, in the midst of IP 

addresses (Internet Protocol Addresses) that are 

assignable and capable of transmitting data to other 

artificial things or through networks. This paper 

describes the utilization of IoT in the cloud, fog, IoT 

technologies with applications and security. Finally, 

discussion is done to the unanswered questions for both 

existing and upcoming IoT research. 

 

Keywords– IoT technologies, cloud computing, fog 

computing, IoT security and privacy. 

 

1. INTRODUCTION 

 

Noteworthy advancements in artificial intelligence 

and a precursor to a revolution in the globe today, the 

IoT, is developing [1]. As seen in Fig. 1, IoT is a vast 

network of connected gadgets. The linked devices 

carry out predefined tasks, gather data, and exchange 

operational data [2]. The ecology of IoT is made up 

of smart gadgets with online access that utilize 

integrated systems like CPUs, sensors, and 

communication equipment put together to assemble, 

communicate, and respond on the information 

collected [3]. IoT devices expose the sensed data 

gathered via an IoT gateway or any other edge 

devices which periodically converse amid other 

linked devices and behave in response to the 

information they obtain from one another. The 

explicit connection, networking along with employed 

communication protocols leveraging these web-

enabled gadgets depend greatly on the IoT based 

applications that are employed with them. The IoT is 

a collection of networked devices, including sensors, 

automobile antennas, and other devices [4]. Due to 

the huge volumes of data, it creates and analyses, IoT 

is a primary driver of big data analytics activities [5]. 

The Internet of Things (IoT) is a manifestation of an 

interconnected system of devices capable of 

obtaining and exchanging data. These network 

devices often connect with one another over internet 

protocol (IP). The Internet of Everything (IoE) is a 

subset of the Internet of items (IoT) that encompasses 

people, processes, data, and items in network 

connections. The Internet of Nano Things (IoNT) is 

the next phase, a Nano Technology that allows 

communication between nanoscale objects. The 

Internet of Mission-crucial Things (IoMCT) is 

utilised in crucial missions such as search and rescue, 

battlefields, and so on. The Internet of Mobile Things 

(IoMT) is used to connect devices that have built-in 

mobile sensors [6]. 

 

Figure 1: IoT network attributed to multiple devices. [2] 

 

Fig. 2 provides an illustration of IoT data collecting 

through data processing. An application of IoT 

towards cloud computing as well as fog is covered in 

the paper. The limitations of prior attempts and the 

challenges that lay ahead are also discussed. 

Identification and analyses are done to a number of 

outstanding issues that need to be dealt with the 

correct deployment and operation of IoT for cloud 

and fog computing. 

 
Figure 2: IoT data collection to data processing. 

 

This paper, which is based on an IoT survey in 

addition to evaluation in numerous domains, is 

separated into six sections. IoT technology and cloud 

IoT are the topics of sections two and three, 

respectively. Section four concentrates on IoT usage 

in fog in a similar manner. The privacy and security 

of IoT form the basis of Section 5. Section 6 presents 

the unanswered research questions in this field. 

2. Technologies for IoT 

Outlining the technology that will regulate the 

enormous number of inventions and discoveries that 

will be made in the future is a challenging 

undertaking. However, it can be demonstrated by 

breaking down the massive stack into the four 
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components that make up the Internet of Things [7, 

8]. 

• Computer hardware 

• Software gadget 

• Mode of communication 

• Platform 

 

2.1 Computer hardware 

These make up the system's physical structure; they 

are the elements referred to in the IoT name as 

"things" [9]. They serve as the link between the 

physical world and the digital one. They can be seen 

in a variety of places, such as a phone sensor or a self-

driving automobile [10]. IoT hardware is any 

physical connected item that can be made "smart" by 

adding a chip, sensor, or board for signal control. 

These tools are extensively utilized to collect data on 

their corresponding fields. In order to make the 

gadgets smart, several sensors and microprocessors 

are placed inside of them. However, a little issue 

arises which could be resolved in the coming years, 

namely higher cost of procure, which necessitates a 

sizable sum of money [11, 12]. The device's 

compatibility with the newly developed sensors, 

which may become less accurate with time, is another 

issue [13, 14]. 

 

2.2 Software gadget 

The software device is the next phase in the creation 

of the IoT [15]. It serves as the IoT system's brain; 

hence the adjective "smart" may be employed [16]. 

This division is responsible for cloud communication 

and data implementation. It is in charge of collecting 

system data, integrating devices, and analyzing data 

on the cloud using IoT software. By transforming the 

data into application-level formats that the user can 

perceive, it also makes it possible for the user to 

engage with the system. (DAS) Data acquisition 

system converts analogue data from devices into 

digital streams by carrying out all logical, analytical, 

and theoretical procedures. The IT edge repeats the 

same set of activities after the information has been 

processed before it is entered the information center 

to improve its accuracy and in formativeness.  

 

2.3 Mode of Communication 

It serves as the IoT system's third foundation [17]. 

The communication stage, which is in charge of 

supplying the path for transmission of the recently 

formed intelligent hardware devices, comes after the 

setup for the hardware as well as software 

components is finished, moreover made ready. First, 

we must select the data transmission path from a 

variety of options on the market. These options 

include satellite controlling, Bluetooth, or Wi-Fi 

LAN. All communication chipset has a unique cloud 

structure and configuration that governs not merely 

the distribution method but also the fashion whereby 

the devices interact. An illustration of a ladder 

without steps illustrates the impact of communication 

in the IoT [18]. 

 

2.4 Platform 

The fourth and last Internet of Things system is where 

all the data mentioned above is stored after being 

gathered and processed. From this point on, the user 

is given the facts in an approachable format. The 

purpose of the data is categorized and divided in this 

part. The information is classified and kept on several 

shelves [19]. Various businesses in the marketplace 

offer platforms relying on the features along with the 

layout platform [20]. The options may change 

depending in terms of budget and necessity. 

Numerous businesses offer platforms that may be 

loaded on a device using additional storage or cloud 

storage. 

 

3. CLOUD IOT 

 

A whole collection of gadgets for combining, 

processing, storing, and dividing data both at the edge 

and in the cloud are the Google Cloud IoT [21]. For 

all users’ IoT needs, the platform includes flexible, 

fully managed cloud services, as well as an integrated 

development stack for edge/on-premises solutions 

with AI capabilities [22, 23]. In Fig. 3 [24], the Cloud 

IoT scenario is depicted. IoT has advanced along 

with the more prevalent data age. With billions of 

connected equipment and gadgets, Cloud service for 

the Internet of Things offers the finest compatibility 

amid inexpensive sensors within, indicating much 

greater accessibility [25]. 

 

Figure 3: Cloud IoT scenario [24]. 

3.1 Salesforce IoT Cloud 

The Salesforce.com IoT cloud is set up with plans to 

store and manage IoT data [26]. Thunder, described 

by Salesforce.com has indeed been defined as an 

“incredibly diverse consistent event planning 

engine.” [27],” manages IoT Cloud. The system is 

designed to collect the massive amounts of data 

produced by devices, websites, assistant’s sensors, 

applications, clients to begin working for developing 

replies. IoT Cloud may also give business clients a 

far more comprehensive and integrated picture of 

their customers without the need for specialist 

knowledge or the assistance of a data investigator 

[28]. According to Dylan Steele [29], the IoT Cloud 

will accumulate furthermore pile up the data that is 

produced by linked devices, while also keeping that 

data easily accessible in terms of improving user 

experience. During the event, Steele noted that one 

benefit of the IoT Cloud is that it makes it easier for 

corporate clients to gather information. Less 
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specialized customers are no longer need to rely on 

information specialists to profit from the knowledge.  

 

3.2 Cloud Computing and IoT for the Future 

Internet 

The question of how the gadgets would remain 

connected throughout still stands. The cloud network 

offered by web of things supervision contains the 

proper reaction. More significant IoT cloud usage has 

acted as a catalyst for the development and 

dissemination of flexible IoT applications and 

success tactics. IoT and cloud/fog computing are now 

two inextricably linked forthcoming web revolutions, 

each advancing the other [30]. 

 

3.3 Problems with the cloud: 

Ownership of data: Does the user or the cloud 

provider own “the data” once the user store it during 

an organization’s cloud administration? For IoT 

applications that use private data, this may be 

absolutely necessary [31]. 

Potential collisions: The IoT application function if 

the connection is interrupted or the cloud service 

itself breaks [32]. Short incompatibility will not be a 

big issue for some IoT applications, like reasonable 

farming, but it may be catastrophic for others. There 

is no need to worry about using health or security 

programs continuously for hours or even just a few 

seconds. 

Latency: Transmitted data to the cloud and getting 

commands heading to the devices both cost money 

[33]. Ensuring IoT applications, as these milliseconds 

are vital in areas like wellbeing and security. Self-

sufficient vehicles make a decent example. The user 

doesn’t have to go to the automobile to deal with the 

cloud if a collision is imminent before choosing to 

switch off the methods. 

 

4. FOG IOT 

 

“Fog computing is a dispersed computing structure or 

technique in which computer resources are 

distributed across a source of data in addition to cloud 

or supplementary files centre [34, 35],” according to 

the definition given above. The technology that is 

most suited to handle IoT is fog computing [36]. Fog 

computing, sometimes referred to as a fog or cloud 

networks, takes happen at a decentralized location 

between data sources and the cloud at the logical and 

effective point [37]. Similar fog computing, edge 

computing offers the advantages and functionality of 

the cloud wherever information is produced as well 

as handled. Where data has to be evaluated quickly 

and with a large number of policies, fog is employed. 

The tactics are quite far from the environment, and 

the gadget equipment is exposed to harsh 

circumstances.  

Fog nodes offer temporary storage, the capacity to 

process data before it is transferred to the cloud, and 

quick, accurate decisions. IoT devices, additional fog 

nodes, the cloud, routers, encircled servers, changes, 

video shadowing cameras, etc. are all connected via 

the network [38]. Every fog node has its own 

cumulative fog node and may be deployed anywhere 

within the network [39].  

Fog nodes are constantly giving to people who 

accumulate any type of record. The automated 

controller reads signals from Internet of Things 

devices throughout the process of data transfer 

through a fog computing structure in an IoT 

atmosphere [40]. The system program required in 

order to automate IoT devices is launched by the 

controller (reader). Set the platform drivers to a data 

governor system standard OPC or to alternative 

gateway measures. This data is converted into a 

contract that an Internet service provider, such as 

MQTT or HTTP, can comprehend. The data is then 

simplified and delivered to the cloud or IoT gateway 

following the conversion. These endpoints either 

gather comprehensive data for more information or 

send data to the cloud for widespread public use. 

 

5. IOT SECURITY & PRIVACY 

 

Because users do not know what data is gathered and 

how it is utilized, they are gradually giving up their 

privacy without even realizing it, which makes the 

Internet of Things the most hazardous technology 

[41]. As a result, there may be no genuine way to fix 

a damaged consumer’s privacy. Fig. 4 [42] provides 

an illustration of IoT security and privacy. This keeps 

data’s integrity intact and prevents hackers from 

looking through it. Strong passwords or time-based 

authentication signatures must be used for any 

communication with your IoT devices [43]. The use 

of antivirus software can provide an important layer 

of defense against outbreaks. 

For IoT gadgets to function more efficiently, 

hardware, software, and connection must be secure 

[44]. Without security in IoT, it is possible to hack 

robots that have artificial intelligence and link 

anything to them [45]. Once the hackers have taken 

over the machine, the user will not be able to use it 

again unless it is linked to some anti-virus software. 

 

Figure 4: Security and Privacy of IoT [42]. 
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Caution must be taken to safeguard the system from 

hackers that are more skilled than and can take over 

an object's functioning while stealing the user's 

digital data. Following are certain risks associated 

and ways to secure data 

• Risk 1: Storage of Personal Data 

• Risk 2: Non-Existent Commitment to Updates 

and Security 

• Ways to Secure Your Data in IoT 

1. Understand the Benefts of Connecting 

to the Internet 

2. Use the Secondary Network 

3. Keep Changing Your Passwords 

4. Do not Enable Universal Plug and Play 

Functions 

• Privacy Risk 

Because IoT devices are networked with various 

equipment and programming, there is a clear risk of 

sensitive data flowing via unauthorised control. All 

devices send the client's data, such as name, address, 

date of birth, health card data, credit card 

information, and much more, without encryption. 

Whilst there are some security and 

protection concern with IoT, it offers value to our 

lives by enabling us to deal with our daily routine 

tasks remotely and organically, and, more 

importantly, it is a significant benefit for businesses. 
 

6. OPEN RESEARCH ISSUES 

 

This paper's primary goal is to offer an overview of 

IoT areas along with research challenges. The 

challenges and future directions for the research 

effort that are mentioned in this paper's preceding 

sections are covered in this part. 

• Technologies for IoT: Since it is possible to 

convert supply chain management, home 

automation, and healthcare technology, the question 

of what technology will be converted to IoT remains 

a challenge in this study field. Few people are 

worried about auto cars and health systems since if a 

sensor fails, a lot of damage would result [46]. 

System hardware for a certain topic is particularly 

problematic since neither researchers nor 

organizations recognize any specified hardware or 

software. The majority of Internet of Things (IoT) 

apps were accessed via smart phones, and during 

mobility, both the cell and the communication 

channel are altered. This results in a delay when 

sending instructions to the Internet of Things system 

specific actions, which is a major issue [47]. 

• Cloud IoT:  Big data generated by IoT devices is 

transferred to the cloud for processing, delaying 

findings and actions as a result of the cloud's slow 

communication with the IoT device [48]. Data 

transmission and reception delays are also being 

brought on by the distance between IoT devices and 

the cloud. Another major issue is that even a basic 

IoT system has to store log files, transaction data, and 

data connected to applications. As a result, buying 

cloud storage drives up the price of cloud IoT 

systems. 

• Fog IoT:  Sensitive monitoring data is continually 

generated by IoT sensors and sent to the cloud for 

analysis and response to distorted circumstances, 

however the cloud is located remote from the IoT 

system. Huge volumes of information must be sent 

and analyzed slowly from IoT devices to the cloud, 

which is bad for use in real-time applications. Fog 

computing allows for the procedure at the IoT sensor 

edge, but the flow of data is problematic owing to 

insufficient security, trustworthy and un trusted 

nodes, and other factors [49, 50]. This is a weighty 

issue with fog IoT since the fog does not offer 

substantial data storage, such as the cloud, and cannot 

be saved for an extended period of time [51]. 

• IoT Applications:  Many researchers and 

companies launched IoT applications, but the quality 

of the user experience (QoE) was not yet anticipated 

to boost the quality of the service (QoS) [52, 53]. 

Application developers and service providers would 

both benefit from the inclusion of QoE in IoT apps as 

it will help them create applications that better meet 

user demands [54]. Some of the top IoT applications 

are: 

• Smart Urban Citie 

• Wearables 

• Smart Retail 

• Digital Health 

• Smart Farming 

• Smart Supply Chain 

• Industrial Internet 

• Smart Home System 

• Smarts Water System 

 

7. CONCLUSIONS 

 

This paper looked at IoT related technologies 

including the cloud and fog. IoT security and privacy 

is also provided. IoT security as well as privacy is 

crucial for protecting information and preventing loss. 

For upcoming research directions, unresolved 

concerns are also explored. It is discovered that 

sensors are crucial parts of the Internet of Things 

system; if sensors malfunction while monitoring the 

environment, operating a car, or in health 

applications, substantial harm will result. Detailed 

background presented in this paper provides the 

information, explanations of essential concepts, 

examples of various IoT technologies, and 

suggestions for their use in upcoming developments. 
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