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Author(s) & Year Technique(s) / Model(s) Key Outcomes 
Abdul Rehman Khalid et 
al. (2024)[11] 

Bagging, Boosting, RF, SVM, KNN; 
SMOTE + Under-sampling 

Ensemble models outperformed conventional ML; strong 
accuracy, precision, recall, F1. 

Xiaomei Feng et al. 
(2024)[12] 

Compact Data Learning (CDL), Feature 
Reduction 

Reduced dataset size without losing accuracy; CDL outperformed 
baseline models. 

Diana T. Mosa et al. 
(2024)[13] 

Meta-Heuristic Optimization (15 
MHOs), Feature Selection, SMOTE 

Achieved 97% accuracy, 90% feature reduction; strong 
evidence for feature selection benefits. 

Esraa Faisal Malik et al. 
(2022)[14] 

Hybrid Adaboost + LightGBM Hybrid model outperformed all standalone ML methods. 

(2021)[15] 
Feature Engineering, Cost-Benefit 
Analysis 

Identified key fraud risk areas; aligned ML outputs with business 
investment needs. 

Emilija Strelcenia et al. 
(2023)[6] 

K-CGAN, B-SMOTE, SMOTE K-CGAN achieved superior accuracy and F1; augmentation 
improved minority detection. 

Ibomoiye Domor Mienye 
et al. (2024)[17] 

GANs + RNN (LSTM, GRU, Simple 
RNN) 

GAN-GRU reached 0.992 sensitivity and 1.000 specificity; 
excellent on imbalanced data. 

Btoush et al. (2025)[18] Hybrid ML + DL (BiLSTM, CNN-
attention + DT, RF, SVM, XGBoost, 
CatBoost, LR), Stacking 

Achieved 94.63% F1; handled imbalance effectively; 
outperformed individual ML/DL models. 

L. Theodorakopoulos et 
al. (2025)[19] 

Distributed ML (PySpark): LR, DT, 
RF, XGBoost, CatBoost 

XGBoost & CatBoost gave near-ideal accuracy; scalable for large 
datasets; supports real-time fraud detection. 

J. Adejoh et al. (2025)[20] Distributed ML System (PySpark) 
using LR, DT, RF, XGBoost, CatBoost 

Similar findings: high accuracy, scalable analytics, strong 
handling of imbalance. 

M. Jabeen et al. 
(2025)[21] 

Unsupervised Ensembles (AE-ASOM, 
RBM-ASOM), Adaptive 
Reconstruction Threshold 

AE-ASOM: Accuracy 0.980, F1 0.967; RBM-ASOM: Accuracy 
0.975, F1 0.955; low false positives; memory-efficient. 

C. Li et al. (2025)[22] Hybrid CNN-LSTM + SMOTE + 
Hyperparameter Tuning 

Pre-tuning F1: 76%; Post-tuning: Recall 99%, Precision 83%, 
F1 91%, ROC-AUC 0.9995. 

M. Tayebi et al. 
(2025)[23] 

Multi-Module System: anomaly 
cleaning, resampling, feature 
governance, LSTM + RF dual-channel 

99.98% accuracy, 90.46% F1, 96.39% AUC; enhanced 
robustness and sequence modeling. 

A. A. Compagnino et al. 
(2025)[24] 

Generative Models (VAE, AE, GAN, 
AE-GAN) vs. SMOTE/ADASYN 

Generative models produced better synthetic fraud samples; 
outperformed traditional oversampling in BEFS metrics. 

N. Baisholan et al. 
(2025)[25] 

Review: ML for financial fraud 
(supervised, unsupervised, hybrid) 

Identified trends in DL & ensembles; highlighted challenges: 
imbalance, concept drift, privacy, deployment issues. 

Y. Wu et al. 
(2025)[26] 

FraudX AI (RF + XGBoost ensemble), 
SHAP Interpretability 

Achieved 95% recall, 97% AUC-PR; strong interpretability; 
outperformed eight baseline ML models. 

K. Hayat et al. (2025)[27] Mode Imputation, ANN, CNN, 
Gradient Boosted Trees 

GBDT achieved 96.02% accuracy; mode imputation improved 
dataset quality; robust under 50% missing data. 

 
 

Method / Technique Description Advantages Limitations / Disadvantages 
Random 
Oversampling 

Duplicates existing 
minority class samples to 
balance class distribution. 

Simple to apply; improves 
minority representation; can 
enhance recall. 

High risk of overfitting due to repeated 
samples; reduced generalization capacity. 

Random 
Undersampling 

Removes a portion of 
majority samples to 
equalize class proportion. 

training; useful for very large 
datasets. 

Loss of potentially valuable information; may 
cause underfitting. 

SMOTE (Synthetic 
Minority Over-
sampling Technique) 

Generates synthetic 
minority samples by 
interpolating neighbors. 

Produces more diverse 
samples; reduces overfitting 
seen in simple oversampling. 

Can introduce noise or unrealistic samples; 
sensitive to parameter tuning. 

ADASYN (Adaptive 
Synthetic Sampling) 

A SMOTE variant that 
generates more synthetic 
samples in regions where 
minority samples are 
harder to learn. 

Focuses on difficult cases; 
improves minority-class 
learning. 

Risk of amplifying noise; higher computational 
cost. 

Class-Weight 
Adjustment (e.g., 
SVM, Logistic 
Regression) 

Assigns higher penalties 
for misclassifying the 
minority class during 
training. 

No data duplication required; 
prevents model bias toward 
majority class. 

Requires careful tuning; may lead to over-
compensation and instability. 

Ensemble Methods 
(Bagging, Boosting, 
Stacking) 

Combines multiple learners 
to reduce bias, variance, 
and improve detection of 
rare events. 

High predictive power; 
Boosting excels at minority 
detection; Stacking integrates 
strengths of multiple models. 

Computationally expensive; harder to 
interpret; risk of overfitting if not regularized. 

Anomaly Detection 
Techniques 

Treats fraudulent cases as 
anomalies or outliers rather 
than a separate class. 

Very effective for extremely 
imbalanced datasets; requires 
no balanced training set. 

Poor performance if minority class does not 
have clear anomaly characteristics. 

Balanced Random 
Forest 

Uses balanced 
bootstrapped samples for 

Reduces bias toward majority 
class; retains robustness of 
Random Forest. 

Still sensitive to noise; may require careful 
tuning of tree depth and sampling size. 



 
 

 

each tree by undersampling 
the majority class. 

Cost-Sensitive 
Learning 

Incorporates 
misclassification costs 
directly into training to 
penalize minority-class 
errors more heavily. 

Aligns learning with real-
world costs; effective when 
fraud is costly. 

Requires domain knowledge to set appropriate 
costs; may lead to conservative predictions. 

Transfer Learning Uses pretrained models or 
representations from 
related tasks to overcome 
limited or imbalanced data. 

Reduces dependency on large 
balanced datasets; improves 
generalization. 

Requires high computational resources; 
pretrained models may not align with financial 
data structure. 

GAN-based 
Oversampling (e.g., 
CGAN, K-CGAN) 

Uses Generative 
Adversarial Networks to 
create realistic synthetic 
minority samples. 

Produces highly realistic fraud 
samples; avoids noise issues 
seen in SMOTE; improves 
minority detection. 

Training GANs is challenging; risk of mode 
collapse; computation-heavy. 

Hybrid ML + DL 
Models (e.g., CNN-
LSTM, BiLSTM, 
Autoencoders + SOM, 
Stacking) 

Combines traditional ML 
with deep learning for 
enhanced feature extraction 
and sequence modeling. 

Achieves superior performance 
on complex fraud patterns; 
handles high-dimensional, 
temporal data effectively. 

Computationally expensive; requires large 
datasets and expert tuning. 

Unsupervised 
Learning 
(Autoencoders, 
Isolation Forest, RBM, 
Clustering) 

Learns normal behavior 
patterns and flags 
deviations as fraud. 

Useful when fraudulent labels 
are rare or incomplete; 
adaptable to evolving fraud 
patterns. 

Susceptible to false positives; requires careful 
threshold selection 

 
Section Details 

Context / Purpose Credit card companies must accurately 
identify fraudulent transactions to 
protect customers from unauthorized 
charges. Effective fraud detection 
models minimize financial loss and 
improve consumer trust. 

Dataset Source Credit card transactions made by 
European cardholders in September 
2013. 

Time Span Covered Transactions recorded over two 
consecutive days.  

Total Number of 
Transactions 

284,807 

Number of 
Fraudulent 
Transactions 

492 

Class Imbalance 
Ratio 

Fraud cases represent 0.172% of all 
transactions (highly imbalanced 
dataset). 

Input Feature Type All features except Time and Amount 
are numerical variables transformed 
using Principal Component Analysis 
(PCA). 

PCA-Transformed 
Features components extracted from the original 

dataset). 
Non-PCA Features Time: Seconds elapsed between each 

transaction and the first transaction in 
the dataset.  
Amount: Monetary value of the 
transaction; suitable for cost-sensitive 
learning. 

Target Variable Class 
fraud. 

 
 

 

 
 

 
 

 
 

 
  
 

 
 

 
 

 



 
 

 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
 

  


